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Abstract
The maritime industry is being rapidly transformed adopting new technologies contributing towards digitalisation and
automation. Recent advances and several initiatives [1-6] focus on the design, build and operation of the Maritime Autonomous Surface Ships (MASS). The AUTOSHIP project [7] aims at demonstrating the autonomous technology capabilities, thus pushing the available technology and autonomy levels further on larger size vessels on a short sea shipping
vessel and on inland waterway barge.
The introduction of novel MASSs though is accompanied with a number of challenges related to safety, security and
cybersecurity. The safety challenges are associated with the increased complexity in MASS and to the interactions between the involved subsystems and the environment [8]. Furthermore, cybersecurity has been an important concern, as
cyber-attacks can exploit vulnerabilities in the communication links and directly affect the integrity or availability of the
data and control systems, leading to accidents [8, 9]. Various incidences with unauthorised people gaining remote access
to the ship control systems have been already reported [10]. Safety concerns and incidences pertinent to piracy or terrorism
may pose important concerns.
This study proposes a novel safety assurance framework to support the design of safe, secure and cybersecure MASS.
This framework consists of three phases connected to the followed major phases for these assets design (preliminary
design, detailed design and verification as well as testing activities) and is aligned to the existing guidance for assurance
of MASS and novel technology in the maritime industry. The framework demonstrates good alignment to the existing
standards from other industries that can be used for the design of MASS. This study demonstrates how the existing classification societies’ guidance and recommended practices can fit into this framework. The proposed framework addresses
the main weakness of existing guidance and standards pertinent to the lack of detailed procedures for the testing Key
Enabling Technologies (KET), the lack of as standardised approaches for the MASS preliminary risk assessment, as well
as the need to enhance the existing maritime safety framework by adopting and marinise pertinent guidelines/methos
employed in other industries. Practical examples for applying the framework are accompanying the paper.
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